
„infoteam’s support convinced us with 
their specific expertise in implementing 
CRA requirements. The collaboration was 
consistently pleasant and efficient – we look 
forward to further joint projects.“

Markus Camastral, Head of Firmware Development
INTEGRA Biosciences AG

CRA Readiness 
for Liquid Handling Systems



Initial Situation

 INTEGRA Biosciences AG has been developing 
devices and consumables for the life sciences in-
dustry for decades, with a strong focus on liquid 
handling systems.

 As part of the expansion of its product portfolio, 
new product families have been developed while 
existing legacy products have been continued 
and modernised.

 With the Cyber Resilience Act (CRA) coming 
into force, new regulatory requirements for the 
cybersecurity of digital products have emerged.

 Existing and new products must be systematically 
assessed and adapted in line with CRA requirements.

 Objective: Exemplary implementation of CRA re-
quirements for a selected product and ensuring 
full compliance with all regulatory obligations.

Solution & Added Value
 End-to-end support from infoteam in imple-

menting CRA requirements at both product and 
process level ensures regulatory reliability.

 Structured gap analyses and standards-compliant 
security and development processes provide 
transparency regarding cybersecurity maturity 
levels.

 Secure-by-design principles sustainably reduce 
risks through threat modelling (e.g. STRIDE), 
robust security architectures and risk analyses.

 SBOM and structured vulnerability management 
enable controlled handling of vulnerabilities 
throughout the entire product lifecycle.

 Continuous traceability of security artefacts and 
regulatory compliance signifi cantly enhance pro-
duct security – also in subsequent development 
phases and during audits.
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